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Preamble

In 2022, the Canadian Association of Journalists (CAJ) rolled out misinformation training
in all 13 provinces and territories, with a total 14 sessions delivered in a combination of
in-person and online formats. Local instructors included established journalists and
academics from Radio-Canada, ProPublica, The University of King’s College, and CBC,
who delivered the training from coast to coast to coast.

This national guide is based on the curriculum delivered in the training sessions and is
focused on helping Canadian journalists improve their digital literacy and identify and
combat misinformation and disinformation. The terms misinformation and disinformation
are more elaborately described on pages 6 and 7 but this combined term will herein be
referred to as misinformation, unless otherwise requiring separation. It has been
developed by the CAJ with financial support from the Canadian Internet Registration
Authority (CIRA).

This guide is intended to help new journalists, students, and seasoned professionals
verify information, debunk misinformation, and combat disinformation. Additionally, this
guide will give Canadians tools and knowledge to assess claims and ensure they have
the skills needed to substantiate what they see and read online.

While the scale of misinformation continues to proliferate and influence the daily lives of
Canadians, so do the available online tools to combat it, making it impossible to list
them all. In this guide, examples are provided of the most frequently used tools, tips and
insight to help journalists improve their digital literacy and use those tools when called
upon to identify and combat misinformation.

The CAJ's goal is for this national guide to become a gold standard for detecting and
identifying misinformation. According to CAJ president Brent Jolly, “sharing critical
thinking skills and healthy skepticism is at the heart of all excellent journalistic work,"
and aligns with the goals for this guide.
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Introduction

“A shared foundation of facts is a prerequisite for the
proper functioning of democratic governance”
— Brent Jolly
CAJ President

For journalists, misinformation provides a challenge to their work and a risk to their
livelihoods, as they are commonly targeted by disinformation campaigns. For the public,
misinformation can cause confusion, sow discord and mistrust, harm people's health,
undermine public health measures and have real world consequences.

It is surprisingly easy to manipulate content, share it, believe it, share it again...and
again and again. In recent years, the ubiquity of digital platforms means false
information can spread rapidly, and further than ever before. Currently, many online
tools or new technologies are not sufficient to combat misinformation. “Tools come and
go, but what stays is the mindset,” says Craig Silverman, an award-winning journalist
and editor of The Verification Handbook: For Disinformation and Media Manipulation.

"What stays is your ability to look at something,
whether it's an image, a video, an article, a meme and
to sort of think about, okay, what is the claim here?
What is the evidence supporting it? Who is this coming
from? And to be able to sit there and think critically
about it, to pause, to think about it and to make some
good decisions about how to find out more, how to
determine whether it's true or false are still in that gray
zone of in between”
— Craig Silverman
Misinfo 101 Ontario
January 20, 2022

The most important skill Canadians have in the fight against misinformation is their
ability to think critically. It's about slowing down, taking a step back and asking oneself:
Does this make sense? Why would someone share this? Critical thinking is not only
essential to all reporting but is now also a requirement to distinguish between accurate
information and misinformation, disinformation or malinformation.

Page 5 of 34



By providing hard skills and verification tools, readers of this guide will be shown how to
apply some of those key questions stated above to information they are presented with.
Even once the contents of this guide are put into practice, it is the hope of the CAJ that
readers continue to learn about digital literacy and verification as it is an ever-evolving
field. There are a wide variety of tools, toolkits, and organizations that the CAJ keeps
tabs on, and it is recommended that readers do as well.

A thorough listing of recommended tools, organizations, insight, advice and more can
be found in the Additional Resources section at the end of the guide.

Terms and Definitions

FIRSTDRAFT 7 TYPES OF MIS- AND DISINFORMATION

4T o s
» g e v
SATIRE OR PARODY MISLEADING CONTENT IMPOSTER CONTENT FABRICATED CONTENT

Mo intention to cause Misleading use of When genuine sources Mew content is 100%
harm but has potential information to frame an are impersanated false, designed to
to fool issue or individual deceive and do harm

-«

FALSE CONNECTION FALSE CONTEXT MANIFULATED CONTENT

When headlines, visuals When genuine content ‘When genuine
or captions den't is shared with false Information or imagery is
support the content contextual infarmation manipulated to deceive

Courtesy: First Draft's 7 Types of Mis- and Disinformation.

In 2017, Claire Wardle & Hossein Derakhshan co-authored Information Disorder, a
report on the theory and practice of what was then known as ‘fake news.”* This
taxonomy of 'information disorder' identified three types of false and harmful
information:

Misinformation: Information that is false, but not created with the intention of
causing harm.

' Claire Wardle and Hossein Derakhshan, “Disinfo wars: A taxonomy of information warfare,” The London School of
Economics and Political Science (blog), 27 Sep 2019,
https://blogs.Ise.ac.uk/medialse/2019/09/27/disinfo-wars-a-taxonomy-of-information-warfare/
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Disinformation: Information that is false and deliberately created to harm a
person, social group, organization or country.

Malinformation: Information that is based on reality, used to inflict harm on a
person, organization or country.

Another common differentiation made between ‘misinformation’ and ‘disinformation’
concerns intention, with the former generally understood as unintentionally wrong at the
stage of dissemination while the latter is intentionally disseminated to spread
falsehoods??. The following elaborates on these definitions, with the help of some
examples.

Misinformation

Dick Cheney | 1420

Loyal point man for two Bush presidencies

BIOGRAPHY FEATURES RESOURCES

L]
.
"

This picture, implying that former U.S. vice-president Dick Cheney had died, represents
misinformation: information that is false, but not created with the intention of causing
harm. CNN had created mock-ups of obituaries involving well known figures who were

2 Yochai Benkler, et al., “Study: Breitbart-led right-wing media ecosystem altered broader media agenda,” Columbia
Journalism Review 3, no. 2 (2017), https://www.cjr.org/analysis/breitbart-media-trump-harvard-study.php.

3 Caroline Jack, “Lexicon of Lies: Terms for Problematic Information,” Data & Society Research Institute, 2017,
https://datasociety.net/pubs/oh/DataAndSociety Lexiconoflies.pdf.
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still alive, but they were accidentally released publicly in 2003*. They were retracted
quickly, but not before different websites and members of the public noticed them.

The most common type of misinformation involves taking things out of context and will
often result in photos or recounting of events happening in one location and then being
shared as having taken place in another location at a different time.

Disinformation

Disinformation is information that is false and deliberately created to harm a person,
social group, organization or country. This kind of content was rampant during the
COVID-19 pandemic.

As an example, posts like the one shown below were common. The intention was to
create fear about taking a vaccine®. Any vulnerable people who were duped by these
posts and stories were risking their safety and well-being.

- - # shared a link. . About
December 5, 2020 - @

We stand against tyranny and oppression.

@ Private
Only members can see who's in the group
and what they post.

® Visible
Anyone can find this group.

:& General Group

Vaccine Whistleblower: New vaccine causes sterility in
97% of women!

O e 2 1 Comment Seen by 14

Malinformation

Malinformation is information that is based on reality, used to inflict harm on a person,
organization or country. As an example, a joke made by Justin Trudeau during a gala
was taken out of context. A video on YouTube, manufactured by editing the original

4 David Mikkelson, “Premature CNN obituaries,” Snopes, (22 Apr 2003),
https://www.snopes.com/fact-check/not-dead-yet/

5 Claire Savage, “False claim about COVID-19 vaccine causing infertility circulates online,” AFP Fact Check, 11 Mar
2021, https://factcheck.afp.com/false-claim-about-covid-19-vaccine-causing-infertility-circulates-online
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footage, suggests Trudeau was bragging about bribing Canadian media. The video is
misleading as it removes important context that distorts the video's meaning.®

b Pl 4 52971632

The original video was taken during the Parliamentary Press Gallery dinner in May
2019. It shows Trudeau making a joke about the federal government's $600 million
funding program to support Canadian journalism. Behind him, a series of unflattering
headlines from the Toronto Star, The Globe and Mail, and other outlets appear on the
screen. "You don't get stellar headlines like these without greasing the wheels a bit," he
remarks wryly. In the misleading video, those headlines are covered up by an image
from a Conservative Party of Canada campaign ad.’

Fake news

Fake news is a contested term that has evolved throughout the previous decades. It
generally refers to false information, news or reporting®. There have been many
attempts to define the term, its meaning and ownership, to avoid confusing the public.
The term was co-opted by politicians to mean something entirely different and has been
weaponized to describe accurate reporting and adversarial reporting in an attempt to

6 Kaleigh Rogers and Andrea Bellemare, “Misleading Trudeau ‘joke’ video demonstrates the political power of
editing,” CBC News, (6 Sep 2019), https://www.cbc.ca/news/science/trudeau-media-bribery-fake-video-1.5273163.
7 Global News, “Parliamentary Press Gallery Dinner 2019,” YouTube (2020),
https://www.youtube.com/watch?v=06ZuJoUf6sE&t=2353s.

8 Ahmed Al-Rawi and Devan Prithipaul, “The public’s appropriation of multimodal discourses of fake news on social
media,” The Communication Review, (10 Aug 2023), https://doi.org/10.1080/10714421.2023.2242070.
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dismiss the reporting, according to Craig Silverman, the former Buzzfeed News media
editor who helped popularize the term.®

"It's a term that's really been co-opted to, | think,
undermine journalists. And so it's one also that if you
ask 10 people, what fake news is, you probably get 8,
9, 10 different answers...So, that's why we tend to lean
more towards misinformation, disinformation,
malinformation.”
— Craig Silverman
Misinfo 101 Ontario
January 20, 2022

Context

How did we get here?

“We are all being exposed to a huge amount of
COVID-19 information on a daily basis,”
— World Health Organization.™

The World Health Organization calls the 2020 coronavirus (COVID-19) pandemic the
first in history where technology and social media are being used to enable and amplify
"an infodemic that continues to undermine the global response and jeopardizes
measures to control the pandemic.""

An infodemic, as the WHO defines it, is an overabundance of information online and
offline, spreading as quickly as the COVID virus itself, and with deadly consequences."?
Beyond challenging journalism, democracy, and public safety, misinformation is harmful
to global citizenry as a whole. A joint statement by the World Health Organization

® Craig Silverman, “I helped popularize the term ‘Fake News’ and now | cringe every time | hear it,” BuzzFeed.news,
(31 Dec 2017),
https://lwww.buzzfeednews.com/article/craigsilverman/i-helped-popularize-the-term-fake-news-and-now-i-cringe.

19 WHO, “Let’s flatten the infodemic curve,” World Health Organization, n.d.,
https://www.who.int/news-room/spotlight/let-s-flatten-the-infodemic-curve.

" WHO, “Managing the COVID-19 infodemic: Promoting healthy behaviours and mitigating the harm from
misinformation and disinformation,” World Health Organization, 23 Sep 2020,
https://www.who.int/news/item/23-09-2020-managing-the-covid-19-infodemic-promoting-healthy-behaviours-and-mitig
ating-the-harm-from-misinformation-and-disinformation.

2 WHO, “Managing the COVID-19 infodemic: Promoting healthy behaviours and mitigating the harm from
misinformation and disinformation,” World Health Organization, 23 Sep 2020,
https://www.who.int/news/item/23-09-2020-managing-the-covid-19-infodemic-promoting-healthy-behaviours-and-mitig
ating-the-harm-from-misinformation-and-disinformation.
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(WHO), the United Nations (UN), the United Nations Children’s Fund (UNICEF), the
United Nations Development Programme (UNDP), the United Nations Educational,
Scientific and Cultural Organization (UNESCO), the Joint United Nations Programme on
HIV and AIDS (UNAIDS), the International Telecommunication Union (ITU), the United
Nations Global Pulse, and the International Federation of Red Cross and Red Crescent
Societies (IFRC), says misinformation costs lives."

"Mis- and disinformation can be harmful to people’s
physical and mental health; increase stigmatization,
threaten precious health gains; and lead to poor
observance of public health measures, thus reducing
their effectiveness and endangering countries’ ability to
stop the pandemic."*

Increasingly, these online claims, messages and posts are resulting in real world
problems. Misinformation about COVID-19 has caused injuries and assaults worldwide.
It has influenced behaviours and attitudes on protective measures like mask-wearing,
but knowing its full effect is difficult.

On the right is a picture of British Columbian
Phil Flett. He decided not to get vaccinated
against COVID-19, contracted the virus, and
died in Sept 2021. His friends believe he
died, in part, because of misinformation
around the COVID-19 virus."™

The harm caused by misinformation can
hurt people who take these beliefs on but
can also harm other people who are trying
to help them directly. Another example of
this is the spike in assaults on health care
workers. In Sydney, Australia, nurses

& pandemic_ (Submitted by Kim Alaric)

8 WHO, “Managing the COVID-19 infodemic: Promoting healthy behaviours and mitigating the harm from
misinformation and disinformation,” World Health Organization, 23 Sep 2020,
https://www.who.int/news/item/23-09-2020-managing-the-covid-19-infodemic-promoting-healthy-behaviours-and-mitig
ating-the-harm-from-misinformation-and-disinformation.

* WHO, “Managing the COVID-19 infodemic: Promoting healthy behaviours and mitigating the harm from
misinformation and disinformation,” World Health Organization, 23 Sep 2020,
https://lwww.who.int/news/item/23-09-2020-managing-the-covid-19-infodemic-promoting-healthy-behaviours-and-mitig
ating-the-harm-from-misinformation-and-disinformation.

'® Brady Strachan, “Misinformation can kill people": Friends and family grieve loss of loved ones who refused COVID
vaccines,” CBC News, (17 Sep 2021),
https://lwww.cbc.ca/news/canadal/british-columbia/covid-misinformaton-vaccines-social-media-1.6180690.
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recounted to the New Zealand Herald horror stories of being abused by patients, on
transit or while they were out doing their shopping.'® In Branson, Missouri, nurses were
given panic buttons after assaults tripled.”” A March 2021 report, by Geneva-based
Insecurity Insight and the University of California Berkeley’s Human Rights Center,
identified more than 1,100 threats or acts of violence against health care workers and
facilities in 2020, 400 of which were identified as COVID-19 related.' As seen in these
examples, in the most extreme cases, misinformation can lead to violence, death and

injury.

In other cases, misinformation can lead to social chaos, financial loss, confusion and
bad decisions. It is thought that the purpose of misinformers creating misleading content
is for a variety of reasons such as financial motivation, ideological motivation
(socio-political/partisanship), and social motivation.

Financially, viral misinformation pays. It attracts attention and clicks, which equates to
misinformers making a lot of money from online advertising.’® One study from the
nonprofit Global Disinformation Index found that ad technology companies spend about
$235 million annually by running ads on websites that publish misinformation.?° The
Washington Post states that sometimes these are scammers who want to drive
advertising and malware whereas "other times, they’re just jerks who enjoy seeing what
they can get away with."?'

From an ideological perspective, disinformers and online agitators want to sow fear,
chaos, confusion and doubt?23, Some are foreign governments who want to disrupt

6 NZ Herald, “COVID 19 coronavirus: Australian nurses share horror stories of abuse by patients, public,” NZ Herald,
(5 Apr 2020),
https://www.nzherald.co.nz/world/covid-19-coronavirus-australian-nurses-share-horror-stories-of-abuse-by-patients-p
ublic/WXJSZDIBAHNMN4DT2QOLQRCZDI/

" Deepra Shivaram, “A hospital gives its staff panic buttons after assaults by patients triple,” NPR, (30 Sep 2021),
https://www.npr.org/2021/09/30/1041869469/hospital-implements-panic-buttons-for-staff-after-assaults-by-patients-tri
pled.

8 Anne Daugherty, Devon Lum, and Stephanie Croft, “Violence against health care: Attacks during a pandemic,”
Insecurity Insight & UC Berkeley Human Rights Centre, Feb 2021,
https://storymaps.arcgis.com/stories/fd6a804a17b74f0aaa3d00b76b9ab192.

' Max Fisher, “Disinformation for Hire, a Shadow Industry, Is Quietly Booming,” New York Times, (25 Jul 2021),
https://www.nytimes.com/2021/07/25/world/europe/disinformation-social-media.html.

2 Daniel Funke, Susan Benkelman, and Christina Tardaguila, “Factually: How misinformation makes money,”
American Press Institute, 26 Sep 2019,
https://www.americanpressinstitute.org/fact-checking-project/factually-newsletter/factually-how-misinformation-makes
-money/.

2 Geoffrey Fowler, “You are probably spreading misinformation. Here's how to stop,” The Washington Post, (5 Jun
2020), https://www.washingtonpost.com/technology/2020/06/05/stop-spreading-misinformation/.

22 Carme Colomina, Héctor Sanchez Margalef and Richard Youngs, “The impact of disinformation on democratic
processes and human rights in the world,” Directorate-General for External Policies, Apr 2021,
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/653635/EXPO_STU(2021)653635_EN.pdf.

2 Ahmed Al-Rawi, “How did Russian and Iranian trolls’ disinformation toward Canadian issues diverge and
converge?,” Digital Wars 2, no. 1-2 (2021): 21-34,
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democracy and affect voter turnout and elections. This issue becomes more intensified
during federal election campaigns, due to the need to win over voters. Politicians from
the broad political spectrum are often involved in spreading misinformation about other
candidates through the use of memes, hashtags, and some unsubstantiated claims. In
Canada, a recent example is Chrystia Freeland’s tweet about Conservative leader Erin
O'Toole,?* which was marked by Twitter as manipulated media during the 2021
election.?>%

The other issue which becomes concerning is when political polarization during
elections becomes extreme to the extent that democratic deliberation in the public
sphere is significantly disrupted®’. To worsen the situation, this polarization could be
coupled with misinformation which is spread on social media via different means like
using bots or trolls.?®

On social media platforms, experts describe how exposure to misinformation can cause
a heightened sense of perceived polarization among individuals, in particular when this
exposure is from “an extreme exemplar from the other side of the political spectrum."?°
Several negative consequences of this may include “widespread partisan
misperceptions and conspiracy theories that pollute public debate, [and] distort public
policy."°

The Pew Research Center suggests that the information environment will not improve,
as technology has enabled anyone to hire hundreds of writers or use Al to create
messaging and bots to disseminate it to an individual level.?' The problem is described

https://www.researchgate.net/publication/349278205_How_did_Russian_and_lranian_trolls%27_disinformation_towa
rd_Canadian_issues_diverge_and_converge.

2 Chrystia Freeland (@cafreeland), “Tweet about health care,” X (formerly Twitter), 22 Aug 2021,
https://twitter.com/cafreeland/status/1429429537012658178.

% Ashley Burke, “Twitter adds ‘manipulated’ warning label to tweet from Liberal candidate Chrystia Freeland,” CBC
News, (23 Aug 2021), https://www.cbc.ca/news/politics/twitter-labels-freeland-tweet-manipulated-media-1.6149734.
% Maura Forrest and Stuart Thomson, “Green Party used Photoshop to add reusable cup and metal straw to photo of
Elizabeth May,” National Post, (23 Sep 2019),
https://nationalpost.com/news/politics/election-2019/green-party-used-photoshop-to-add-reusable-cup-and-metal-stra
w-to-photo-of-elizabeth-may.

27 Gabriel R. Sanchez and Keesha Middlemass, “Misinformation is eroding the public’s confidence in democracy,”
Brookings, 26 Jul 2022,
https://www.brookings.edu/articles/misinformation-is-eroding-the-publics-confidence-in-democracy/.

2 Fenwick McKelvey and Elizabeth Dubois, “Computational propaganda in Canada: The use of political bots,”
Computational Propaganda Project (2017),
https://demtech.oii.ox.ac.uk/wp-content/uploads/sites/12/2017/06/Comprop-Canada.pdf.

2 JungHwan Yang, et al., “Why are "Others" so Polarized? Perceived Political Polarization and Media use in 10
Countries,” Journal of Computer-Mediated Communication 21, no. 5 (13 Sep 2016): 349-367,
https://doi.org/10.1111/jcc4.12166.

30 J.A. Tucker, et al., “Social media, political polarization, and political disinformation: A review of the scientific
literature,” SSRN Electronic Journal, (19 Mar 2018), DOI 10.2139/ssrn.3144139.

31 Janna Anderson and Lee Rainie, “Theme 1: The information environment will not improve. The problem is human
nature,” Pew Research Centre, 19 Oct 2017,
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as that of being human nature, in that "people have a strong tendency to believe things
that align with their existing understanding or views."*

However, it is not just health information or politics that is susceptible to misinformation.
Misinformation has centred on immigrants, climate change, vaping, politics, gender and
equality, and economics. There have been attempts by various actors to discredit
climate science and confuse political debate on climate change, according to experts®.
During COP26 in Glasgow in 2021, Jill Hopke, an associate professor at DePaul
University in Chicago, looked into climate misinformation on Twitter and found a subtle
"form of misinformation,"** which scholars have called “fossil fuel solutionism,”*®
involving cherry-picking data and talking points used by fossil fuel companies.*® The
misinformation used subtle shifts in language, misdirection and nebulous terms like
‘lower carbon’ instead of ‘low carbon.’

Misinformation has also been fueling anti-immigrant sentiment around the world. In the
US, it is focused on South American migrant caravans at the border with Mexico.*’ In
Europe, misinformation fuels fears that immigrants will have a negative impact on
citizens’ way of life, posing economic threats, financial burdens, and threats to physical
security. 383940

https://www.pewresearch.org/internet/2017/10/19/theme-1-the-information-environment-will-not-improve-the-problem-
is-human-nature/.

%2 Janna Anderson and Lee Rainie, “Theme 1: The information environment will not improve. The problem is human
nature,” Pew Research Centre, 19 Oct 2017,
https://www.pewresearch.org/internet/2017/10/19/theme-1-the-information-environment-will-not-improve-the-problem-
is-human-nature/.

3 Kathie M. D'l Treen, “Online misinformation about climate change,” WIREs Climate Change 11, no. 5 (18 Jun
2020): 4-5, https://wires.onlinelibrary.wiley.com/doi/epdf/10.1002/wcc.665.

3 John Cook, “Deconstructing climate science denial,” Edward Elgar Research Handbook in Communicating Climate
Change, 2020,
https://www.climatechangecommunication.org/wp-content/uploads/2020/11/Cook_2020_deconstructing_denial.pdf

3% William F. Lamb, et al., “Discourses of climate delay,” Global Sustainability 3, no. 17 (1 Jul 2020), DOI:
https://doi.org/10.1017/sus.2020.13.

% Jill Hopke, “On Twitter, fossil fuel companies’ climate misinformation is subtle - he’s what I'm seeing during
COP26,” The Conversation, 10 Nov 2021,
https://theconversation.com/on-twitter-fossil-fuel-companies-climate-misinformation-is-subtle-heres-what-im-seeing-d
uring-cop26-170196

37 Emily Dreyfuss, “Alert: Don’t believe everything you read about the migrant caravan,” Wired, (23 Oct 2018),
https://www.wired.com/story/mexico-migrant-caravan-misinformation-alert/.

% Andrew Higgins, Adam Satariano and Jane Arraf, “‘How Fake News on Facebook Helped Fuel a Border Crisis in
Europe,” New York Times, (22 Nov 2021),
https://www.nytimes.com/2021/11/22/world/europe/belarus-migrants-facebook-fake-news.htm

¥ Judit Szakacs and Eva Bognar, “The impact of disinformation campaigns about migrants and minority groups in the
EU,” European Parliament, Jun 2021,
https://www.europarl.europa.eu/RegData/etudes/IDAN/2021/653641/EXPO_IDA(2021)653641_EN.pdf

40 Anne-Lise Tabaud, “Explaining the main drivers of anti-immigration attitudes in Europe,” Eyes on Europe (30 Nov
2020), hitps://www.eyes-on-europe.eu/explaining-the-main-drivers-of-anti-immigration-attitudes-in-europe/
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How bad is misinformation in Canada?

Misinformation in Canada can be found everywhere online such as in the comments
sections on mainstream media and on social media platforms including X (formerly
Twitter), Instagram, TikTok, and Facebook. According to Statistics Canada, 96 per cent
of Canadians say they saw misleading, false or inaccurate COVID-19 information
online.*" Among those, 25 per cent say they saw it multiple times a day.*> While there
are a few small fact-checking organizations in Canada, reporting on misinformation in
Canada is not consistent, Jane Lytvynenko told J-Source in September 2021, which
means “we don'’t really have a handle on the scale of the problem.”*

Radio-Canada Décrypteurs fact-checker Jeff Yates says Quebec has its own
semi-distinct disinformation ecosystem, which is heavily influenced by Facebook pages
and groups from France.

"Facebook’s algorithms see that a Quebecker is
interested in certain topics, it then suggests other
content in their language they might be interested in.
Because there are more French people than
Quebeckers, the algorithm inevitably suggests French
accounts. And so the Quebecker then finds
themselves becoming a part of French social media."
— Jeff Yates
Personal email communication*

Because of the way the Facebook algorithms work, Quebecers find themselves
immersed in the social media ecosystem from France that may have absolutely nothing
to do with Quebecois culture and society.* Yates says "it's kind of describing context
collapse. These communities are built around certain issues in a certain language. So
sometimes Quebeckers find themselves joining French Facebook groups or
participating in French discussions or sharing French posts without even knowing it.
They therefore integrate - or become a part of - French social media."

41 Karine Garneau and Clémence Zossou, “Misinformation during the COVID-19 pandemic,” Statistics Canada, 2 Feb
2021, https://www150.statcan.gc.ca/n1 45-28-0001/2021001/articl -eng.htm.

42 Karine Garneau and Clémence Zossou, “Misinformation during the COVID-19 pandemic,” Statistics Canada, 2 Feb
2021, https://www150.statcan.gc.ca/n1/pub/45-28-0001/2021001/article/00003-eng.htm.

4 Emma Buchanan, “Could a dedicated disinformation beat help address the infodemic in Canada?,” J-Source, 24
Sep 2021, https://ji-source.cal/could-a-dedicated-disinformation-beat-help-address-the-infodemic-in-canada/

4 Jeff Yates, Personal email communication, 19 Jan 2022.

4 Jeff Yates, “Pourquoi des Québécois parlent-ils d’un « pass sanitaire » sur les réseaux sociaux?,” Radio-Canada,
(25 Aug 2021),
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One example of this context collapse occurred a few years ago, during the ‘Gilets
Jaunes’ (Yellow Vests) movement. Yates says he noticed the French Gilets Jaunes
were asking for an RIC, a "référendum d'initiative citoyenne", a constitutionally defined
mechanism in France that allows citizens to organize a referendum?. "We saw Gilets
Jaunes fans in Quebec start asking for an RIC in Quebec - even though that makes
absolutely no sense, since that is not a mechanism which exists in Quebec," he says.*’

History of misinformation

Misinformation is as old as human civilization.

“A lot of things we talk about today we talk about as
unprecedented... It’s important to look back and see
how these same concerns and issues have been
raised at many points throughout history.”

— Historian Katlyn Carter
dept of history, University of Notre Dame
American Historical Association’s 2018 meeting.*®

While it might seem like there is a lot more talk about misinformation today, the
phenomenon is not new — it has been present in society for centuries. In 1439-1440,
when Gutenberg invented the printing press, what was real was hard to verify. The
invention of the printing press helped spread information — and misinformation — to the
masses. According to the BBC, “In the mid-1700s, the printing press helped to spread
fake news about George Il, who was the King of Great Britain and Ireland at the time.
The King was facing a rebellion, and relied on being seen as a strong leader to make
sure the rebellion didn’t succeed.”®

The BBC also states that, “fake news about the King being ill was printed from sources
on the side of the rebels. It didn’t take long before these stories were seen by other
printers who then republished them. This harmed the King’s public image, and although
the rebellion wasn’t successful, showed how fake news can be used to try and change
people’s opinions.”

46 RIC France “‘Le RIC (Referendum d Inltlatlve Cltoyenne) .c’est quoi ?,” le RIC, accessed 22 Sep 2023,
itiati

47 Jeff Yates Personal email communication, 19 Jan 2022.
48 Jackie Mansky, “The age-old problem of ‘Fake News’,” Smithsonian Magazine, 7 May 2018,
https://www.smithsonianmag. com/hlstorv/aqe old-problem-fake-news-180968945/

49 BBC, “A brief history of fake news.” BBC News, (n.d.), https://www.bbc.co.uk/bitesize/articles/zwcan9g.
%0 BBC, “A brief history of fake news.” BBC News, (n.d.), https://www.bbc.co.uk/bitesize/articles/zwcan9q.
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Today, our printing presses operate at a faster pace than they did in the 1700s, with
greater spread, reach and speed of information. Thanks in part to social media and the
internet, misinformation can spread faster and further than ever before. In a 2018 study,
MIT researchers found that false information traveled six times faster on X (formerly
Twitter) than true news.>'

"Social networks are a game changer in terms of the
reach that misinformation can have and virality. It can
move fast. It can reach tons of people. It can hop
borders, it can hop languages in a matter of minutes,
hours or days."
— Craig Silverman
Misinfo 101 Ontario
January 20, 2022

It is this greater reach and spread of misinformation that makes combatting it ever more
important and necessary.

Ethics of reporting misinformation

As journalists, mis- and disinformation might be amplified if consideration is not made to
assess the value that is added — or not — to something reported.>> An assessment must
be made on what is newsworthy and this becomes particularly important when the story,
the piece of content, meme or social media post contains a manipulated element.
Reporting on misinformation must be exercised with extreme caution. According to
Claire Wardle, the question to ask is whether or not the story has extended beyond the
interests of the community being discussed.*® Furthermore, Whitney Phllips, author of
Oxygen of Amplification, states "if the story hasn’t yet reached that point, all reporting
will do is provide oxygen, increasing the likelihood that it will reach the tipping point.”**

When it comes to assessing newsworthiness, reporters need to consider the harm the
story might cause if it were published and the harm the audience could cause by using
the published information. "The choice to engage with a false story — even in the effort

51 Peter D|Z|kes “Study: On Twntter false news travels faster than true stones MIT News Office, (8 Mar 2018),

52y, Tsfatl et al., “Causes and consequences of mainstream media dissemination of fake news: Literature review
and synthesis,” Annals of the International Communication Association 44, no. 2 (2020): 157-173,
http://doi.org/10.1080/23808985.2020.1759443.

%3 Claire Wardle, “5 lessons for reporting in an age of disinformation,” First Draft News, 27 Dec 2018,
https://firstdraftnews.org/articles/5-lessons-for-reporting-in-an-age-of-disinformation/.

5 Whitney Phillips, “The oxygen of amplification: Better practices for reporting on extremists,

antagonists, and manipulators,” Data & Society, 22 May 2018, https://datasociety.net/library/oxygen-of-amplification/.
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to refute it — aligns with the interests of the manipulators, who see any form of
amplification as a victory," says Phillips.>®

Why report on misinformation?

Reporting on misinformation is important to raise public awareness about vital issues
surrounding false information. However, there must be a balance because reporting on
every conspiracy theory is counter-productive as they are numerous, and some are
insignificant.

The first question to ask is: To report or not to report...

First Draft News, which has been mentioned in previous sections, is a great resource to
consult when deciding whether to report on a piece of misinformation or disinformation.
Agents of disinformation, writes Claire Wardle, spread disinformation to get coverage in
the news.® "Their tactics center around polluting the information ecosystem by seeding
misleading or fabricated content, hoping to catch out journalists who now regularly turn
to online sources to inform their newsgathering," she writes.*’

As the global and Canadian news industries shrink, as newsrooms are stripped of
resources and reporters, as competition for web traffic becomes the sought after
metrics, media workers are vulnerable to misinformation. The following Five Lessons for
Reporting in an Age of Disinformation, as suggested by Wardle, "can at least act as
conversation starters," but can also be seen as important takeaways and lessons.*®

1. Be prepared

Learn digital verification and fact checking skills that go beyond confirming if something
is true or not. Wardle suggests learning digital verification skills to assess provenance,
which will be covered in the next section.*® It is important to go beyond just whether or
not something is true. The person assessing the information before them should try to
find out who is sharing the information and what the motivation is. When the motivations
behind mis- and disinformation are learned, how to cover it can then be figured out.

%5 Whitney Phillips, “The oxygen of amplification: Better practices for reporting on extremists,

antagonists, and manipulators,” Data & Society, 22 May 2018, https://datasociety.net/library/oxygen-of-amplification/.
% Claire Wardle, “5 lessons for reporting in an age of disinformation,” First Draft News, 27 Dec 2018,
https://firstdraftnews.org/articles/5-lessons-for-reporting-in-an-age-of-disinformation/.

57 Claire Wardle, “5 lessons for reporting in an age of disinformation,” First Draft News, 27 Dec 2018,
https://firstdraftnews.org/articles/5-lessons-for-reporting-in-an-age-of-disinformation/.

%8 Claire Wardle, “5 lessons for reporting in an age of disinformation,” First Draft News, 27 Dec 2018,
https://firstdraftnews.org/articles/5-lessons-for-reporting-in-an-age-of-disinformation/.

%9 Claire Wardle, “5 lessons for reporting in an age of disinformation,” First Draft News, 27 Dec 2018,
https://firstdraftnews.org/articles/5-lessons-for-reporting-in-an-age-of-disinformation/.
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2. Be responsible

Don’t give disinformation additional oxygen. Don’t rush to report. Reporting on a
falsehood too early could help spread it. Don’t report unless new information is
available. Reporting on misinformation or false information late just helps keep the
falsehood alive. "There is no one tipping point. The tipping point differs by country but is
measured when content moves out of a niche community, starts moving at velocity on
one platform or crosses onto other platforms," Wardle writes.®® Take a look at what has
already been reported and ask what can be added that is new or of value. Discuss with
the editor or newsroom before jumping to report.

3. Be aware

Journalists and news readers live in a networked world. So do the creators of mis- and
disinformation. Verifying or debunking conspiracies can give these creators legitimacy.

4. Explain

The wording of social media posts, headlines and captions are all crucial. Sometimes
this is all people will take away from the story. It should not just repeat misinformation,
which can be challenging with limited characters and space.

5. Preempt

Falsehoods can be preempted by reporting ahead of major events or covering common
topics that often breed misinformation such as elections, health crisis, or islamophobia
Provide context to readers that could help them understand the bigger picture. This
procedure is called pre-debunking.

6. Empathy is key

Start conversations and reporting from a place of empathy. Scolding people who had
genuinely good intentions and who passed along false information is unnecessary, as
there may be reasons why they latched onto it.

"As much as possible, if we can have an interaction
with them or we are not dismissive and talking down to
them, but showing empathy... (We should) think about
when we're trying to disentangle false and misleading
narratives, why might they be resonating with certain
people? ... Anyone of any level of life, education, or
intelligence could at any time believe something false
or misleading, if it ticks all the boxes of resonating with

€0 Claire Wardle, “5 lessons for reporting in an age of disinformation,” First Draft News, 27 Dec 2018,
https://firstdraftnews.org/articles/5-lessons-for-reporting-in-an-age-of-disinformation/.
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them, through their beliefs and triggering an emotional
reaction, aligning with previous knowledge or
experiences that they've had."
— Craig Silverman
Misinfo 101 Ontario
January 20, 2022

To report or not to report...

Going back to the original question — deciding to NOT report something is just as
important as deciding to report something. Before pitching or reporting, journalists
should think through the five points above. Additionally, journalists should have a
discussion with their editor. Finally, journalists should read First Draft's Essential Guide
to Responsible Reporting in an Age of Information Disorder.®’

Data & Society, an independent nonprofit research organization that studies the social
implications of data, automation, and Al, offers resources on their website for
newsrooms who are considering reporting on misinformation. Within the research paper,
The Oxygen of Amplification, written by Whitney Phillips, the following tipsheets are
offered:®2

Tlps for Reporting on Objectively False Information (page 6)

Tips for Reporting on Specific Harassment Campaigns or Other Coordinated

Attacks (page 9)

e Tips for Reporting on Specific Bigots, Manipulators, and Abusers (page 14)

Fact-checking tools and tips for reporting

In this section workflow and best practices for online verification will be explored, in
addition some tools that can be used to verify online information. These tools are easily
transferable to any beat — beyond reporting on misinformation. Or, they can be used to
verify something — an image, a document, a website, or a social profile found online.
Verification skills are useful for everyone, not only journalists. It is important that
everyone understands basic verification skills.

Just like reporting on anything else, it is important to document everything. Keep a list of
the tools used to verify information, so that they can be referred to in the future.

5 Victoria Kwan, “Essential guide to responsible reporting in an age of information disorder,” First Draft News, Oct
2019, https://ffirstdraftnews.org/wp-content/uploads/2019/10/Responsible_Reporting_Digital_AW-1.pdf?x76851

62 whitney Phillips, “The oxygen of amplification: Better practices for reporting on extremists,

antagonists, and manipulators,” Data & Society, 22 May 2018, https://datasociety.net/library/oxygen-of-amplification/.
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Additionally, documentation should be kept of any findings, such as URLs, screenshots,
etc. Finally, as great as digital tools are, it is important to use first-hand verification. Try
to find the creator or originator of the piece of misinformation and talk to them, where
possible.

When a piece of information or content requires verification, start by asking these
questions. It does not matter what type of information or content that needs to be
verified, from a manipulated video, to a bot account, or meme, these basic checks are
the same for all of them.

First Draft News' Five Pillars of Verification can be used as a reliable starting point:®®
Provenance: Is this the original piece of content?
Source: Who captured/created the piece of content?
Date: When was the piece of content captured/created?
Location: Where was the piece of content captured/created?
Motivation: Why was this piece of content captured/created?

After assessing the answers to the above questions, the following tools can be used to
verify the information presented, whether it be an image or a document found online, or
whether it is a website or a social profile. Using standard reporting techniques, such as
interviews and observations, further assess the information being presented to ensure
that multiple confirmation points are being used.

1: Reverse Image Search and InVID

Reverse image search is a quick and powerful way to verify photos and videos. The tool
allows the user to search the internet to see if an image has been shared before, where
and when. Be cognizant of Al-generated images and the effect this may have on tools
used.

To fact-check images, a reverse image search tool such as Yandex, Bing, Tineye,
Google Image can be used, each with different strengths. It is recommended to try
multiple searches with different reverse image search tools as they will yield different
results.

8 Shaydanay Urbani, “Verifying online information,” First Draft News, 20 Sep 2020,
https:/ffirstdraftnews.org/long-form-article/verifying-online-information/.
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InVID Chrome plugin is a reverse image search engine that allows you to verify videos
and images. To use InVID, still frames of videos from Facebook, Twitter, Instagram, or
YouTube must be created and then used to conduct a reverse image search. When
installed in the Chrome browser, InVID Verification Plugin offers the option to use the
right-click to search an image across multiple search engines. InVID also shows the
user upload date and time information, information about the uploading user’s account,
shares and likes and any associated text. Furthermore, InVID offers additional
capabilities including how to trace a video as well as the option of using a mobile app
and a multimodal analytics dashboard. Finally, online tutorials are available on the InVID
website to allow users to sharpen their skills.

In addition to using reverse image searches, a close examination of the image or video
should be made for landmarks, license plates, street signs, and other information that
indicates location and, possibly, time.

Finally, the website aiornot.com can help assess if the image being assessed is
Al-generated.

2: Analyze social profiles

Another way to use reverse image search tools is for analyzing profiles of social media
users. Analyzing profiles of social media users can be useful to discover if there is an
actual person behind the profile. Most people leave digital footprints across the internet
and accounts on various social platforms, and using reverse image search tools will aid
in finding these digital footprints, if they exist.

Useful questions to ask oneself during this search are:
e How long has the account existed? If it has only existed since the story broke

then it is likely to be opportunistic.

Who did the person first follow or friend?

Who first followed them?

Who has spoken to them online, or spoken about them?

How many past posts has the person made? Be leery of new users. Anyone can

start an account and claim to have information.

e Are there patterns to the content being posted? Are they sharing a certain type of
content repeatedly? Are they posting it at really high frequencies?

e Are there other related accounts across platforms? Can the username be found
on other social media sites?

The next step would be to reverse search the profile picture and analyze what they
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share and amplify. What do they normally post about? Evaluate the account to get a feel
for the person.

First Draft News suggests looking at the account username and seeing if other similar
or matching account names can be found. A search can be conducted for language in
the content to see if there are similar accounts posting the exact same content. Search
for any contact information associated with the account. An attempt should be made to
try to speak to the person. Phone their office or their employer and confirm whether they
do indeed have the account in question. It is important to connect an online account or
identity with a real person, and to confirm they are the original creator of the content. If
their response does not corroborate what has been found, then a problem has been
identified which should be considered a warning sign. The account may be an
automated account — a bot. This type of search works for X (formerly Twitter), Meta
(Facebook and Instagram), TikTok and other such platforms. For more information on
verifying social profiles, First Draft has tips for spotting hoax accounts and verifying
accounts.%*®5 Additionally, there are tools available to help identify bot accounts, such as
botornot.®

3: Wayback Machine

Wayback Machine is a project of Internet Archive, a non-profit which is building a digital
library of Internet sites and other cultural artifacts in digital form. Wayback Machine can
aid in confirming the provenance, date and source of content. Additionally, it is useful for
verification purposes, for archiving sites/pages of interest and how to find older versions
of a site/page.

Wayback Machine now has 25+ years of web history.®” Today the archive contains:
e 588 billion web pages

28 million books and texts

14 million audio recordings (including 220,000 live concerts)

6 million videos (including 2 million Television News programs)

3.5 million images

580,000 software programs”

6 Josh Stearns, “5 tips for spotting hoax Twitter accounts during breaking news,” First Draft News, n.d.,
https://ffirstdraftnews.org/en/education/curriculum-resource/5-tips-for-spotting-hoax-twitter-accounts-during-breaking-n
ews.

% Shaydanay Urbani, “Verifying online information,” First Draft News, 20 Sep 2020,
https://ffirstdraftnews.org/long-form-article/verifying-online-information/.

% Julian Winterheimer, “Bot or Not: Identifying Twitter Bots with Machine Learning,” Buffer, 7 Mar 2018,
https://buffer.com/resources/bot-not-identifying-twitter-bots-machine-learning/.

57 Wayback Machine, “About,” Internet Archive, n.d., https://archive.org/about/.
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Wayback Machine can be used to find deleted pages or track how a website has
changed. Finally, using Wayback Machine allows for saving or archiving the pages on
the website to be investigated in order to save proof of what was found.

4: CrowdTangle

CrowdTangle is a content discovery and social monitoring platform. This tool was
developed for marketing, but journalists can use it to figure out who is sharing what and
detect how “viral” a post is, or could become. The CrowdTangle Chrome Extension
allows users to check any URL on the web for anyFacebook or Instagram posts that
have been linked to that URL.

CrowdTangle searches through:

Over 7 million public Facebook Pages, verified profiles, and Groups
Over 2 million public Instagram accounts

Over 16,000 of the most popular subreddits on Reddit

The last seven days of posts pulled from X’s (formerly Twitter) API.

The first time the extension is used, a login to a personal Facebook page is required. If
privacy is a concern, a researcher profile can be created. Once the Crowd Tangle
chrome extension is installed, clicking on the small CT icon in the browser toolbar
activates the extension.

When a piece of viral misinformation is found, CrowdTangle can be used to dig into
which groups on social media are spreading it and whether or not social media
platforms are doing anything about it. Additionally, group ties to other big groups or
influential people can be found.

5: “Whois” domain searches

As was outlined previously, misinformers and bad actors use websites to earn revenue,
collect information and data. In order to find the person or organization behind a web
presence, “Whois” tools allow users to find this valuable information. “Whois” domain
searches provide information about who owns a website, where it was registered, where
the owner lives, or if it has changed hands.

"Every domain name on the web is part of a central
database that stores basic information about its
creation and history. In some cases, we also get lucky
and find information about the person or entity that
paid to register a domain. We can pull up this
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information with a whois search, which is offered by
many free tools."
— Craig Silverman
Verification Handbook 3, 8
Investigating websites

A lack of information may be a hint that the site is trying to conceal information about its
ownership. For more information about investigating websites and what to look for, see
Craig Silverman’s Verification Handbook 3 on investigating websites.%

Additional Resources

First Draft Toolkit

https://start. me/p/YazB12/first-draft-toolbox
This page has a list of dozens of tools for reporting on misinformation. It includes links
to some of the tools covered in this guide, and more.

First Draft's Guides

https://firstdraftnews.orag/en/education/curriculum-resource/first-drafts-essential-quides/

First Draft has put all of its Essential Guides in one place. This page lists guides for
journalists on news gathering, verification, responsible reporting, online safety, digital
ads, information disorder, and more. Guides are available in English, French, Spanish,
Portuguese, German and Hindi.

The Verification Handbook

http://verificationhandbook.com/
A comprehensive guide for online verification and research edited by journalist Craig
Silverman.

e \erification Handbook

https://datajournalism.com/read/handbook/verification-1
e The Verification Handbook for Investigative Reporting.

https://datajournalism.com/read/handbook/verification-2
e The Verification Handbook for Disinformation and Media Manipulation
https://datajournalism.com/read/handbook/verification-3

Bellingcat
https://www.bellingcat.com/category/resources/how-tos/

% Craig Silverman, “8. Investigating websites,” Verification Handbook 3, European Journalism Centre: n.d.,
https://datajournalism.com/read/handbook/verification-3/investigating-platforms/8-investigating-websites
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Bellingcat is an independent international collective of investigators, researchers,
journalists and citizen journalists who use open source and social media investigation.
The site has resources, case studies, guides and research for online investigations.

Reverse image search

e Google Images: https://images.google.com/
e TinEye: https://www.tineye.com/
e Yandex: https://yandex.com/images/
o Yandex allows not only to search for identical images but also similar but
non-identical images

Metadata

e YouTube Data Viewer: https://citizenevidence.amnestyusa.org

Conclusion

As has been seen in this guide, journalists and the public have their work cut out for
them when faced with misinformation. The ease and ways information can be
manipulated make the tools in this guide needed more than ever before. As long as
these tools are applied, journalists and the public alike will be able to combat the sea of
mal-, mis-, and disinformation, ensuring that only factual information is shared. As
previously expressed, it is the hope of the CAJ that users of this guide continue to learn
about digital literacy and verification to ensure that more people arm themselves with
the most up-to-date tools and information needed to defend against those who would try
to persuade them into believing in false information.
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